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Professor: Dr. Gabriella Coleman 

Office: XXXX 

Office hours: Sign up sheet Tuesday 2:30-3:30 PM or by 

appointment 
Phone : XXXX 

E-mail : gabriella . coleman@mcgill . ca 



OVERVIEW 



This course examines computer hackers to interrogate not only the 
ethics and technical practices of hacking, but to examine more broadly 
how hackers and hacking have transformed the politics of computing and 
the Internet more generally. We will examine how hacker values are 
realized and constituted by different legal, technical, and ethical 
activities of computer hacking— for example, free software production, 
cyberactivism and hactivism, cryptography, and the prankish games of 
hacker underground. We will pay close attention to how ethical 
principles are variably represented and thought of by hackers, 
journalists, and academics and we will use the example of hacking to 
address various topics on law, order, and politics on the Internet 
such as: free speech and censorship, privacy, security, surveillance, 



and intellectual property. We finish with an in-depth look at two 
sites of hacker and activist action: Wikileaks and Anonymous. 



LEARNER OBJECTIVES 

This will allow us to 1) demonstrate familiarity with variants of 
hacking 2) critically examine the multiple ways hackers draw on and 
reconfigure dominant ideas of property, freedom, and privacy through 
their diverse moral codes and technical activities 3) broaden our 
understanding of politics of the Internet by evaluating the various 
political effects and ramifications of hacking. Students will be 
responsible for leading discussions on the readings and critically 
engaging the readings and class conversations. 



READINGS 

Most readings are on our course websites. The following books should 
be purchased for class: 

Assange, Julian with Jacob Appelbaum, Andy Miiller-Maguhn, and 
Jeremie Zimmerman 

2012 Freedom and the Future of the Internet [pp. 1-66] 
Coleman, Gabriella 

2014 Hacker, Hoaxer, Whistleblower , Spy: The Many Faces of 
Anonymous 

Doctorow, Cory 

2008 Little Brother 

or 

Doctorow, Cory 
2 010 Makers 

Sauter, Molly 

2 014 The Coming Swarm 



BLOGS/ SITES YOU MIGHT WANT TO FOLLOW 



http: //www. wired.com/threatlevel/ 
ht tp : / / lwn . ne t / 
http : //slashdot . org/ 
http : / /torrent freak . com/ 



MOVIES 

We will watch various films and documentaries in class and you will be 
asked to watch some before class as well. There will also be a few 
extra-curricular outings to watch Hollywood films, like Hackers, War 
Games, and Blackhat. 



REQUIRMENTS , METHOD OF EVALUATION, AND AS S I NGME NTS 

Class will be conducted as a seminar and I have structured the 
assignments to encourage active and engaged class discussions focused 
on the readings. Students will be responsible for leading discussions 
on the readings and should critically engage the readings and class 
questions. Because this is a seminar course, regular class attendance 
is required. You are allowed one unexcused absence . After this, your 
grade will drop by one half letter for each missed class 



Reading Responses 4 0% (7 total and see separate sheet 

for grading rubric). 
Questions/participation 20% (see separate sheet for grading 

rubric ) . 

Final Writing Assignment 40% (short essay: what is a hacker? 

See below for basic description and a 
longer one is forthcoming) 



Grade Breakdown: 



Grade 


Grade point 


Percentages 


A 


4.0 


85 -100 


A- 


3.7 


80 - 84 


B+ 


3.3 


75 - 79 


B 


3.0 


70 - 74 


B- 


2.7 


65 - 69 


C+ 


2.3 


60 - 64 


C 


2.0 


55 - 59 



D 


1.0 


50 - 54 


( Conditional 






Pass ) 






F (Fail) 


0 


0-49 



EMAIL POLICY 

During the academic year, I receive a considerable amount of email. In 
order for me to respond to my e-mail efficiently, please follow the 
following guidelines: 

1. If you cannot see me during my office hours, e-mail me to set up an 
appointment; I will try to respond as soon as possible but I usually 
cannot accommodate a meeting in 24 or even 48 hours. 

2. I read and reply to e-mail once a day and usually do not read or 
reply to e-mail after 5 PM or weekends . 

3. Follow instructions for turning in assignments. For this class you 
are expected to turn in the reading responses via e-mail by 10 a.m. 
and in class. No other assignments submitted by e-mail will be 
accepted . 

4. Grade inquiries and disputes will not be considered or discussed 
via e-mail. For all grade inquiries and questions about assignments, 
please set up an appointment with me. 

5. I will not reply to e-mail inquiries regarding course matters 
(assignment requirements, due dates, exam structure, readings, etc.) 
that arise from missing class or inattention to the course syllabus. 
Inquiries requesting clarification will receive replies, though I 
would strongly prefer these inquiries to be made in class or during 
office hours. 



OTHER INFORMATION AND MCGILL POLICIES 

Language: In accord with McGill University's Charter of Students' 
Rights, students in this course have the right to submit in English or 
in French any written work that is to be graded 

Accommodations: Students requiring special testing accommodations or 
other classroom modifications should notify Prof. Coleman and the 
Office for Students with Disabilities as soon as possible. The OSD is 
located in Suite 3100, Brown Student Services Building, ph: 398-6009 
(voice), 398-8198 (TDD), www.mcgill.ca/osd/. 

Academic Integrity : McGill University values academic integrity. 
Therefore all students must understand the meaning and consequences of 
cheating, plagiarism, and other academic offences under the Code of 
Student Conduct and Disciplinary Procedures, (see 
www.mcgill.ca/students/srr/honest/ for more information). 
L'universite McGill attache une haute importance a l'honnetete 
academique. II incombe par consequent a tous les etudiants de 
comprendre ce que l'on entend par tricherie, plagiat et autres 



infractions academiques, ainsi que les consequences que peuvent avoir 
de telles actions, selon le Code de conduite de l'etudiant et des 
procedures disciplinaires (pour les plus amples renseignements , 
veuillez consulter le site www.mcgill.ca/students/srr/honest/). 



SCHEDULE 



The following is a "working schedule." Class materials are subject to 
change based on the interests, understanding, and general pace of the 
class. It is your responsibility to keep on top of any schedule 
changes, whether you are in class or not. If you have a concern about 
any of the materials, please speak to me. Peace out. 



Week 1 



January 7: Ring ring! Hello World! Before there were computers, there 
were phones and there were eventually phreaks. 

Rosenbaum, Ron 

1971 "Secrets of the Little Blue Box." Esquire Magazine 
http: //www.webcrunchers . com/crunch/stories/esq-art . html 

McLeod, Kembrew 

2014 Pranksters: Making Mischief in the Modern World [short 
selections ] 

To read in class: 

Synstr 

Winter 2013/2014 "The Hacker Perspective." 2600: The Hacker 
Quarterly 



Week 2 



January 14: Early roots and the ethic of craft 

Lapsely, Phil 

2013 Exploding the Phone [chapters 1, 9, 10, 11, and 15] 
Levy, Steven 

1984 Hackers : Heroes of the Computer Revolution [part one] 



Sennet, Richard 

2008 The Craftsman [pp. 8-11 50-52, 240-252, 262-265] 



In class film: 

Nechushtan, Dana 
2 001 Necrocam 



Week 3 



January 21: The underground scene and popular representations of 
hackers 

Dreyfuss, Sulette, 

1997 Underground: Tales of Hacking , Madness , and Obsession on 
the Electronic Frontier . [Chapters TBD] 

Straw, Will 

2 002 "Scenes and Sensibilities." Public: Art, Culture and Ideas. 
Class visit: 

Thomas Geffroyd, Ubisoft, Watchdogs 



Week 4 



January 28: The Underground and the hacker zine 

Thomas, Douglass 

2003 Hacker Culture [chapter 2 and 4 or 4 and 6] 
Terrorist, Unix 

2008 "Phrack Prophile on The UNIX Terrorist." 
P h r a c k 

http: //phrack. orq/issues/65/2 .html 
BRoTHeRHooD oF WaReZ 

1999 "YOU JUST DON'T GET IT, DO YOU?" Bow. 
http: //www. text files . com/magazines/BOW/bow9 . txt 

Editorial 

2008 "The Victor Spoiled." 2600: The Hacker Quarterly 
Anonymous 

2008 "The Underground Myth." Phrack 
http: //www. phrack. or g/issues/68/ 16 . html 

Class visit: 



HaxOrs 



Week 5 



February 4: Free and open source software 

Levy, Steven 

1984 "Epilogue." Hackers 

Hesse, Carla 

2002 "The Rise of Intellectual Property, 700 B.C - A. D . 2000: an 
Idea in Balance." Dasdalus 

Kelty, Chris 

2008 Two Bits: The Cultural Significance of Free Software 
[Chapter 6 and 3 and in that order] 



Week 6 



February 11: Free and open source software continued 

Hall, Stuart 

1987 "Variants of Liberalism." Politics and Ideology 
Coleman, Gabriella 

2013 Coding Freedom [chapter 4, 5, and conclusion] 
Class visit: 

Free and open source developers 



Week 7 



February 18: Arrrrrrr (ggggghhhhhh) Piracy 

Anonymous 

1994 "The Lamahs-Guide to Pirating Software on the Internet." 
http: //www. text files . com/piracy/warez . txt 

Editorial 

1999 "So You Want to be a Pirate?" High Noon on the Electronic 
Frontier 

Liang, Lawrence 

2 011 "Beyond Representation: The Figure of the Pirate." Access 

to Knowledge in the Age of Intellectual Property 

http: //mitpress .mit . edu/books /chapters/ 189095 19 6Xchapl5 . pdf 

Bayer, Jessica 



2014 "The Pirate Bay: Contribution to Mobilization." Expect Us: 
Online Communities and Political Mobilization 

gmaxwell 

2011 "Papers from Philosophical Transactions of the Royal 
Society" 

https : //thepiratebay . se/ tor rent/ 6554331 
In class movie: 
Klose, Simon 

2 013 The Pirate Bay: Away From Keyboard 



Week 8 



Feb 25: Civility, Expertise, and Civic Hacking 

Cmiel, Kenneth 

1994 "The Politics of Civility." Sixties: From Memory to 
History . 

Irani, Lily 

forthcoming "Hackathons and the Making of Entrepreneurial 
Citizenship. " 

Kubitschko, Sebastian 

2015 "'Hackers' media practices: Demonstrating and articulating 
expertise as interlocking arrangements." Convergence: The 
International Journal of Research into New Media 
Technologies . 

Lennard, Natasha 

2013 "When the government approves of hacking." Salon. 

http : //www. salon . com/20 13 /01 /25/when_the_government_approves_of_hacking/ 



March 4 



No class Spring break! Wohooo 

(No, you're not hallucinating, it's a dragon) 
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Week 10 



Feb 11: Anonymous 

Coleman, Gabriella 

2014 Hacker, Hoaxer, Whistleblower , Spy: The Many Faces of 
Anonymous . 
[h book] 

Hyde, Lewis 

1997 Trickster Makes this World [selections] 
Skype visit with some Anons or IRC visit 
Watch before class: 

aestetix 

2014 NymRights: Protecting Identity in the Digital Age 

https : //cyber . law. harvard.edu/events/luncheon/2 014/09/aestetix 



Week 11 



Feb 18: The Politics of Anonymity 

Coleman, Gabriella 

2014 Hacker, Hoaxer, Whistleblower , Spy: The Many Faces of 
Anonymous [rest of the book] . 

Nissenbaum, Helen 

1999 "The meaning of anonymity in an information age." The 
Information Society . 

Rossiter, Ned and Soenke Zehle 

2013 "Privacy is Theft: on Anonymous Experiences, Inf astructural 
Politics and Accidental Encounters." Organized Networks. 
http: //nedrossiter .org/?p=374 



Week 12 



March 25: Sabotage, Digital Direct Action, Snitches and State 
Crackdowns 

Sauter, Molly 

2 014 The Coming Swarm [Introduction, 1, 2, 3, 5, 6 and 7] 

Ackroyd, Ryan 
2014 "Brother?" 

http: //pastebin. com/ raw. php?i=f SdTyJSw 
The Invisible Committee 

2007 The Coming Insurrection [excerpts] 
In class: 
Ghappour, Ahmed 

2 014 Computer Fraud and Abuse Act and the case of Barrett 
Brown . 

https : //www.youtube . com/watch? v=l Si 9 f p88Ao8&t=29m36s 



Watch before class: 

Watt, Stephen, 

2 013 "Turning Down an Offer You Cannot Refuse." Keynote, 
Infiltrate 

http : / / inf il t ratecon . com/watt . html 



Week 13 



April 1: Cypherpunks/Leaks/Whistleblowing/Encryption 

Assange, Julian with Jacob Appelbaum, Andy Miiller-Maguhn, and 
Jeremie Zimmerman 

2012 Freedom and the Future of the Internet [pp. 1-66] 
Ghel, Robert 

2014 "Power/freedom on the dark web: A digital ethnography of 
the Dark Web Social Network." New Media and Society. 

Crypto Installation Workshop! 



Week 14 



April 8: Cypherpunks/Leaks/Whistleblowing 

Assange, Julian with Jacob Applebaum, Andy Muller Maguhn, and 
Jeremie Zimmerman 

2012 Freedom and the Future of the Internet. [Finish the book] 
Greenwald, Glenn 

2014 "The Harm of Surveillance." Nowhere to Hide. 
Rummage through this list 

http: / /www.thisdayinwikileaks .orq/2014/12/this-year-in- wikileaks-2014 .html 



Final essay: 

Drawing on at least 50% of the class material and one of the following 
two books by Cory Doctorow, please answer the question: What is a 
hacker? The essay should be roughly 2500 words long and written for a 
lay audience. More details will be forthcoming in the coming weeks. 

Doctorow, Cory 

2008 Little Brother or 

2 010 Makers 



